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l. CHINA

In the PRC it is common for law-making bodies to publish statements that provide some
explanation of the background and reasons behind the promulgation of a new law. Such
statements are usually fairly general in nature and do not provide substantive details of the
legislative process. Other than these statements, there is typically no other legislative
history available. Due to these reasons, our analysis is primarily based on statutes,
published scholarly commentaries and case reports from the court.

A. Relevant Provisions regarding Criminal Liabilities for Infringing upon
Trade Secrets
Criminal liability for infringing trade secrets arises from several sources in PRC law. The
principal legislation and key judicial interpretations are as follows:

1. PRC Criminal Law (President Order No. 83), as amended by the National People’s
Congress, which came effective on October 1, 1997

Avrticle 219 of the PRC Criminal Law defines “trade secrets” as “technical and management
information”:

ewhich is unknown to the public;

ewhich is able to bring economic benefits and is of practical value to the rightful
owner or licensee of such information (the “Holder”); and

ein respect of which the Holder has adopted measures to maintain confidentiality.

Acrticle 219 goes on to expressly prohibit the infringement of trade secrets by any of the
following means:

eobtaining trade secrets of the Holder by theft, inducement, duress or other illegal
means;

edisclosing, using or allowing others to use trade secrets of the Holder obtained by
illegal means; or

edisclosing, using or allowing others to use trade secrets in breach of an agreement
with or confidentiality requirements imposed by the Holder.

Liability under the Criminal Law extends to third party recipients of trade secrets. Such third
parties are deemed to be infringers if they obtain, use or disclose trade secrets which they
knew or should have known had been infringed by any of the means described above.

If the trade secret infringement results in material loss to the Holder, the infringing party
could be subject to criminal sanctions including fines and up to seven years’ imprisonment,
depending on the seriousness of the offense (see paragraph 1B below)
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2. Interpretation of the Supreme People's Court and the Supreme People's
Procuratorate Concerning Some Issues on the Specific Application of Law for Handling
Criminal Cases of Infringement upon Intellectual Property Rights (Fa Shi [2004] No. 19),
which came effective on December 22, 2004 (“2004 Interpretation”)

Article 7 of the 2004 Interpretation sets out guidelines for determining the seriousness of an
offense under Article 419 of the Criminal Law.

The guidelines provide that if, as a result of the trade secrets infringement, the Holder suffers
monetary losses of between RMB500,000 (approximately USD78,000) and RMB2,500,000
(approximately USD390,000), the infringing party shall be considered to have caused
material loss to the Holder and thus shall be subject to up to three years imprisonment with
the potential for additional fines subject to the discretion of the court.

If the relevant losses equal or exceed RMB2,500,000 (approximately USD390,000), the
infringing party will be considered to have caused significant loss to the Holder and thus shall
be subject to three to seven years imprisonment and monetary fines.

3. Anti-unfair Competition Law promulgated by the National People’s Congress
(President Order No. 10), which came into effect on December 1, 1993

In addition to liability under the Criminal Law, the infringement of trade secrets may also
give rise to ‘administrative’ liability — effectively a quasi-criminal liability under China’s
extensive administrative laws.

The Anti-unfair Competition Law is overseen and enforced by the State Administration of
Industry & Commerce (“SAIC”) and its competent local branches). Article 10 mirrors the
PRC Criminal Law with respect to the definition of “trade secrets” and the activities that will
be deemed as infringement of trade secrets.

Acrticle 25 gives the SAIC (and its competent local branches) the power to impose various
sanctions upon an infringer of trade secrets at its administrative discretion in light of the
seriousness of the offense. It may: (i) demand that the infringer cease the infringement, and
(if) impose administrative fines ranging from RMB10,000 (approximately USD1,500) to
RMB200,000 (approximately USD3,000). Note that the Anti-unfair Competition Law does
not provide for imprisonment or other forms of criminal punishment.

4, Several Provisions regarding Prohibition of Infringement of Trade Secrets enacted
by the SAIC (SAIC Order No. 86), which came effective on December 3, 1998 (“SAIC
Provisions”)

Article 2 of the SAIC Provisions provides further clarification regarding the definition of
“trade secrets” in the PRC Criminal Law and the Anti-unfair Competition Law as follows:

e“unknown to the public” means such information cannot be obtained from public
sources;

e“able to bring economic benefits and of practical value to the Holder" means such

information has definite applicability and can bring to the Holder realistic or
potential economic benefit or competitive advantage;
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e“measures adopted by the Holder to maintain the confidentiality of such
information” include executing confidentiality agreements, establishing
confidentiality protection systems and other reasonable measures; and

e“technical and management information” for these purposes include design,
procedures, formulae, production know-how, production methods, management
know-how, client lists, supplier information, production and sales strategy and
bidding related information.

B. Purpose of the Legislation
With the rapid development of China’s economy following its adoption of market reform and
opening-up policies in the last three decades, trade secrets have become increasingly
important intangible assets. While difficult to assess, the potential losses that owners may
suffer in the event of infringement by third parties have escalated substantially over that
period. With the emergence of new technologies and high levels of employee turnover in the
labor market, the risk of trade secret leakage and infringement has also escalated.

After several high profile infringement cases arose in the 2000s, including the Rio Tinto case
(details are provided below in Section 3), the severe limitations of only providing civil
protection for trade secrets became apparent, and companies started to pressure the Chinese
government to strengthen the protection of trade secrets through criminal liability.

In addition to the pressure being applied by newer, private sector commercial organizations,
various state-owned enterprises also supported increased protection for trade secrets in order
to better protect state-owned assets. Because state-owned enterprises typically had not
taken measures to protect their intellectual property, including trade secrets, the developing
private sector created serious challenges for state-owned enterprises to protect and control the
state-owned assets under their control.

Some commentators have interpreted the increased protection for trade secrets as a partial
response to pressure from foreign countries to provide additional compliance with TRIPS
requirements and improve the legal protection of intellectual property rights, including
criminal sanctions for the protection of trade secrets.

C. Enforcement of Laws
Statistical information regarding specific types of cases is not normally available in China.
The Ministry of Justice publishes statistics on the total number of cases heard, but they
seldom provide detailed breakdowns of this number into sub-categories. Moreover,
statistics of the seriousness of offenses and criminal sanctions imposed are generally
impossible to compile, because in most cases the punishment of the infringing party will not
even be published in order to protect its privacy.

Nonetheless, some useful aggregated data has been published by the PRC Supreme Court*
with regard to trade secret infringement cases heard by the PRC Supreme Court alone or
together with lower PRC courts in 2009 and 2010:

e In 2009, final judgment was rendered in 3,660 criminal cases involving

2 The quoted reports include the Status of Judicial Protection of Intellectual Property by the PRC Courts and
the Annual Report of Intellectual Property Cases Heard by the PRC Supreme Court issued by the PRC
Supreme Court for the years of 2009 and 2010.
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intellectual property right disputes nation-wide and 5,832 people were sentenced.
The Intellectual Property Division of the PRC Supreme Court heard 297
intellectual property rights disputes, among which, 10 cases related to the
criminal infringement of trade secrets;

e In 2010, final judgment was rendered in 3,942 criminal cases involving
intellectual property right disputes nation-wide and 6,000 people were sentenced.
Of these, 50 cases and 71 sentenced offenders related to the crime of trade secrets
infringement.

Three key reported cases in the last decade provide helpful illustrations of how of China’s
trade secret laws operate in practice:

Hu Shitai et al (“Hu”)

In February 2010, Shanghai Municipal People’s Procuratorate instituted a public prosecution
before Shanghai First Intermediary People’s Court, charging that Hu and three other
defendants with the crimes of accepting bribery as non-government officials and of infringing
upon trade secrets. According to the official statement of prosecution, the facts in respect of
the alleged trade secrets infringement were as follows:

During the period from April 2005 to October 2008, Hu, the former chief representative of
Rio Tinto Singapore’s representative office in Shanghai, and the other three defendants
obtained several trade secrets belonging to Chinese iron and steel companies by illegal means
for the benefit of Rio Tinto Group in connection with its trade of iron ore with Chinese
companies. As a result of the disclosure of those trade secrets by the defendants to Rio
Tinto Group, the Chinese iron and steel companies were in a disadvantaged position in the
negotiation of iron ore importation price with Rio Tinto Group. As a result, the related
Chinese iron and steel companies had to pay an extra import price of about RMB1 billion
(approximately USD156 million) and suffered interest loss of about RMB11 million
(approximately USD1.7 million) by December 20, 20009.

Shanghai First Intermediary People’s Court determined that (i) certain information obtained
by Hu satisfied the statutory definition of trade secrets; (ii) the employees of Shanghai
representative office of Rio Tinto Singapore were required to collect market information for
Rio Tinto Group; (iii) given the historical advantage that Rio Tinto Group had in the
transnational trade of iron ore, the employees of Chinese iron and steel companies would try
to satisfy Hu’s request of information; and (iv) Hu’s collection and provision of those trade
secrets to Rio Tinto Group directly caused the losses suffered by Chinese iron and steel
companies.

Based on this finding, the court issued its first-instance judgment under Article 419 the PRC
Criminal Law and Article 7 of the 2004 Interpretation. Hu was convicted of the crime of
infringing trade secrets, and was sentenced to five years’ imprisonment, and was fined
RMB500,000 (approximately USD78,000). The other three defendants were also convicted
of the crime of infringing upon trade secrets, and were sentenced to three to four years’
imprisonment with additional fines ranging from RMB200,000 (approximately USD30,000)
to RMB400,000 (approximately USD60,000).
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The other three defendants appealed to Shanghai Supreme Court. Shanghai Supreme Court
supported the first-instance judgment and overruled the appeal.

Shanghai Xin Lue Electronic and Technology Co. Ltd. (“Xin Lue”)

In November 2009, Shanghai Pudong New District People’s Procuratorate instituted a public
prosecution before Shanghai Pudong New District People’s Court.  According to the official
statement of prosecution, the facts in respect of the alleged trade secrets infringement were as
follows:

The defendant Zhang Zhaofeng (“Zhang”), the former vice president of the plaintiff, Ding
Xin Telecommunication (Shanghai) Co., Ltd. (*Ding Xin”) was in charge of all of Ding
Xin’s technology development projects. Zhang had entered into confidentiality, intellectual
property ownership and non-competition agreements with Ding Xin in connection with his
employment.

In February 2007, during development of Ding Xin’s chip product ‘CL6010A4’, Zhang made
a copy of the data relating to the design of such chip product without proper authorization of
Ding Xin. Zhang subsequently resigned from Ding Xin in August 2007 and established his
own company Xin Lue (which was included as corporate co-defendant in this case). Zhang
uploaded the ‘CL6010A4’ design data onto Xin Lue’s internal servers and asked Xin Lue’s
technicians to refer to the data when designing Xin Lue’s chip products. From February 2008,
Xin Lue started to sell chips. According to a technical evaluation report, there existed
substantial similarities between the chips produced by Xin Lue and that of Ding Xin. Xin
Lue’s gross profit arising from the sale of the relevant chips amounted to USD330,694.11.

Shanghai Pudong New District People’s Court determined that: (i) Zhang owed
confidentiality obligation to Ding Xin; (ii) Ding Xin’s chip product ‘CL6010A4’ contained
information that were unknown to the public and possessed economic benefits and practical
value; (iii) Xin Lue and Zhang willfully misappropriated Ding Xin’s *CL6010A4’ technology;
and (iv) Ding Xin suffered material economic loss due to Zhang and Xin Lue’s infringement
upon its trade secrets. Based on this finding, Xin Lue (the company) was convicted of the
crime of infringing upon trade secrets under Article 419 of the Criminal Law and was fined
RMB1,150,000 (approximately USD180,000). Zhang himself was convicted of the same
crime, and was sentenced to two years’ probation under suspended sentence of two years’
imprisonment. He was also fined RMB1,100,000 (approximately USD170,000). The court
also ordered that Ding Xin be compensated with the gross profit Xin Lue gained from the sale
of the disputed chip products.

Li Ning (“Li”)

Beijing Chaoyang District People’s Procuratorate instituted a public prosecution before the
Beijing Chaoyang District People’s Court and the first-instance judgment was delivered in
December 2006. According to the official statement of prosecution, the facts in respect of the
alleged trade secrets infringement were as follows:

Li, the former business manager of Beijing Ao Er Environmental Arts Co., Ltd. (“Ao Er”)
negotiated with Xiang Tan municipal government in connection with the lighting renovation
project on behalf of Ao Er in 2002. Li had entered into a Confidentiality Agreement with Ao
Er in connection with his employment. During the same period, Li’s own company entered
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into a lights sale agreement with each of two different departments of Xiang Tan municipal
government, which caused about RMB1 million losses (approximately USD150,000) to Ao
Er.

Beijing Chaoyang District People’s Court determined that: (i) Li breached his confidentiality
obligations to Ao Er; (ii) Li misappropriated the client data he had obtained from Ao Er for
his personal interests; and (iii) Ao Er’s client data were not known to the public and were of
economic benefits and practical value. Based on these findings, Li was convicted under
Acrticle 219 of the PRC Criminal Law of infringing trade secrets, and was sentenced to one
year and eight months” imprisonment. He was also fined RMB200,000 (approximately
USD30,000). This decision was upheld by the Beijing Second Intermediary People’s Court
upon appeal.

D. Evaluation of Current Legislation
China is still in the process of revising and replacing a number of laws and regulations to
ensure compliance with its WTO commitments. Based on our review of relevant
commentary, it does not appear that there are plans to introduce any new legislation regarding
the application of criminal liability to the protection of trade secrets. Instead, the focus
appears to be on implementing the existing legislation, especially the provisions of the
Criminal Law.
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PRC Criminal Law (President Order No. 83)
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Article 219. Whoever engages in one of the following activities which encroaches upon commercial
secrets and brings significant losses to persons having the rights to the commercial secrets is to be
sentenced to not more than three years of fixed-term imprisonment, criminal detention, and may in
addition or exclusively be sentenced to a fine; or is to be sentenced to not less than three years and not
more than seven years of fixed-term imprisonment and a fine, if he causes particularly serious
consequences:

(1) acquire a rightful owner's commercial secrets via theft, lure by promise of gain, threat, or other
improper means;

(2) disclose, use, or allow others to use a rightful owner's commercial secrets which are acquired
through the aforementioned means;

(3) disclose, use, or allow others to use, in violation of the agreement with the rightful owner or the
rightful owner's request of keeping the commercial secrets, the commercial secrets he is holding.

Whoever acquires, uses, or discloses other people's commercial secrets, when he knows or should
know that these commercial secrets are acquired through the aforementioned means, is regarded as
an encroachment upon commercial secrets.

The commercial secrets referred to in this article are technical information and operation information
that are unknown to the public, can bring economic profits to their rightful owners, are functional, and
are kept as secrets by their rightful owners.

The rightful owners referred to in this Article are owners of the commercial secrets and users who have
the permission of the owners.
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Interpretation of the Supreme People's Court and the Supreme People's Procuratorate
Concerning Some Issues on the Specific Application of Law for Handling Criminal Cases of
Infringement upon Intellectual Property Rights (Fa Shi [2004] No. 19)
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Article 7 Whoever commits any of the acts as prescribed in Article 219 of the Criminal Law, with the
amount of losses caused to the obligee of the commercial secret to be no less than 500,000 Yuan,
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shall be deemed to have “caused heavy losses to the commercial secret obligee”, and shall be
sentenced to a fixed-term imprisonment of not more than three years or criminal detention for the crime
of infringing upon commercial secret, and/or be subject to a pecuniary fine.

If the amount of losses caused to the commercial secret obligee is no less than 2,500,000 Yuan, he/it
shall be deemed to have caused “particularly serious consequences” as prescribed in Article 219 of the
Criminal Law, and shall be sentenced to a fixed-term imprisonment of not less than three years but not
more than seven years for the crime of infringing upon commercial secret, and shall be concurrently
subject to a pecuniary fine.

C. (PHARIAMERAELTSE) (PEARIIMEEFES $105)

Anti-unfair Competition Law promulgated by the National People’s Congress (President Order
No. 10)
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Article 10 Managers shall not use the following methods to infringe upon business secrecy:

1. to steal, coerce, or use any other unfair method to obtain the other's business secrets;

2. to disclose, use or permit others to use the business secrets mentioned in Section 1 of this Article.
3. to violate the contract or the requirement to publish, use or permit others to use the business secrets,
which were maintained as secrets by the legal owner of the business secrecy.

The third party who knows or should know the illegal activities as first mentioned, and who gains, uses
or publishes the business secrecy shall be looked as activities of infringing upon the others' business
secrecy.

"Business secrecy", in this Article, means the utilized technical information and business information
which is unknown by the public, which may create business interests or profit for its legal owners, and
also is maintained secrecy by its legal owners.
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Article 25 Supervisor may order manager to stop the illegal activities and may fine amount between
10,000 and 200,000 RMB yuan, if manager violates Article 10.
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Several Provisions regarding Prohibition of Infringement of Trade Secrets enacted by the SAIC
(SAIC Order No. 86)
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Article 2 The term “trade secret” as mentioned in these Provisions refers to the practical information
about technologies and business operations, which is unknown to the public and is able to bring
economic benefits to the owner and for which the owner has taken confidentiality measures.

The phrase “unknown to the public” as mentioned in these Provisions refers to fact that the information
is not directly available through public channels.

The phrase “practical information that can bring economic benefits to the owner” as mentioned in these
Provisions refers to the information with definite practicability which can bring actual and potential
economic benefits or competitive advantages to the owner.

The “confidentiality measures taken by the owner” as mentioned in these Provisions include signing a
confidentiality agreement, setting up a confidentiality system and adopting other reasonable
confidentiality measures.

The “information about technologies and business operations” as mentioned in these Provisions
includes designs, procedures, formula of products, manufacturing techniques and methods,
management secrets, name list of customers, information about resources, production and sales
strategies, bottom price of a bid, contents of a bidding document, etc.

The term “owner” as mentioned in these Provisions refers to citizens, corporate bodies or other
organizations who own trade secrets.

-181 -



e T TR

Rk 28 AR BE RERE T OEE 36TV RE ME I L R RE A A AF 52

Hm

REBEGEOHEMN « 77 0 FOREDEY FICTEHT 5
A 5T s

Rk 24 £ 2 H
Hi= — R RN AR B RE AIF 2R P

T101-0054 FEAHES T M KA HEET 3 T H 11 &
R BT AR JE A © o 5 B
A 03-5281-5671
FAX 03-5281-5676
URL  http://www.iip.or.jp




	文書名 :未登録の技術・ブランドの保護の在り方に関する調査研究報告書.pdf
	文書名 :未登録の技術・ブランドの保護の在り方に関する調査研究報告書-2.pdf
	文書名 :（資料編）特許庁委託事業「未登録の技術・ブランドの保護の在り方に関する調査研究報告書」.pdf
	文書名 :（資料編）特許庁委託事業「未登録の技術・ブランドの保護の在り方に関する調査研究報告書」.pdf

